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Monitoring Magic
Watch your assets froM the cloud
by Sheila Kennedy, contributing editor, Plant Services magazine

The introduction of cloud computing and a new design paradigm for predictive 
maintenance (PdM) instrumentation are adding versatility to the implementation of PdM 

programs. Automated online condition monitoring, supported by the cloud, is shifting the 
burden from front-line maintenance personnel to remote specialists, whether in-house, third-
party service providers, or both.

Compared to the early days when screwdrivers were pressed to the ear to hear machinery 
problems, this new approach works like magic. It is far more practical, comprehensive, safe, 
and cost-effective. 

“Since 2000, the instruments have gotten faster. They can measure and store larger quantities 
of data, the graphics have improved, and the data exchange process is much faster,” says Ken 
Piety, vice president of technology at Azima DLI (www.azimadli.com). In addition, systems now 
exist that allow unmanned and more frequent data collection, and the introduction of cloud 
computing makes the data and analysis more widely accessible to authorized personnel.

The reliability gains that result from online data collection and remote diagnostic analysis 
are game changing. “Our communications infrastructure and mobile devices have shrunk the 
world, and radically changed both our personal and business lives,” adds Piety.

Why change was needed
Improvements to PdM over the years have enabled more timely information, sophisticated 
analysis, effective data presentation, and impressive return on investment (ROI). As a result, 
the number and scope of PdM programs and the size of the audience are expanding within 
and beyond the four walls of the plant. This is causing the machines, reliability professionals, 
and other stakeholders to become more geographically dispersed, and increasing the demand 
for the flexibility of a distributed PdM model.



Traditional monitoring models brought in-house or external analysts to the machines. 
Internally driven programs were generally informal and limited in scope because the start-up 
and maintenance costs and resource demands were high. Often, interest in the program would 
wane if the champion moved on. Programs that were outsourced created a dependency on the 
supplier for the equipment, data collection, and analytical services. Timeliness was sometimes 
lacking and any changes or increases in the machines monitored came at a cost. 
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The distributed approach brings PdM data and 
information to the people who need it, when they 
need it, wherever they are located at the time. 
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The more modern option today is the distributed approach, where PdM data and 
information is brought to the people who need it, when they need it, wherever they are 
located. “With a distributed model, companies can elect to operate entirely with an in-
house PdM staff, or they can outsource all manpower, use a blended staff routinely, or seek 
assistance during specific periods or for special problems or second opinions,” explains Piety.
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With the information stored in the cloud,  
authorized personnel at any location can track 
machinery performance, troubleshooting data, 
corrective actions, and program results.
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Remote monitoring access can be provided through an Internet connection. Companies with 
strict corporate policies may elect to maintain the data and systems at the plant and enable 
secure remote access. Others prefer offsite hosting and storage of the data, with analysis 
performed over the Internet. 

“All of that information is sent to a central repository and analyzed by trained analysts 
24/7, so maintenance personnel fix only the equipment that needs attention at that moment,” 
explains Joe Van Dyke, vice president of operations at Azima DLI. “The benefits can be very 
significant, resulting in advanced notice on machinery problems that could otherwise have 
devastating financial and safety ramifications.”

A third, more versatile and increasingly popular approach leverages a combination of 
plant-based and cloud-based components. “The mixed approach provides remote access to 
components in place at the plant, as well as hosted cloud components with some data on-site 
and some off-site,” says Van Dyke. “This is generally the most flexible solution, offering the 
best plant systems integration options while still allowing for good distance support.”

Program benefits
The primary functional benefits of a distributed PdM program include automation of data 
collection, access to dynamic information, and the elimination of communication barriers. 

Monitoring automation: Automated monitoring systems enable more frequent and 
more predictable machine condition monitoring without the aid of data collection personnel. 
They can gather readings on many machines on a near-continuous basis, making them more 
cost-effective than the labor-intensive walk-around programs. “Near-real-time test frequencies 
are possible when testing high-speed equipment or gathering overall vibration or scalar data 
like temperatures and pressures,” says Van Dyke. As a result, plant personnel can focus on 
higher-value activities while the system sends its updates to the cloud.
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Dynamic awareness: Automated or online systems can observe dynamic changes in 
machine fault conditions arising from certain load, speed or operating condition changes, but 
at a lower cost, according to Van Dyke. Compared to walk-around monitoring programs, 
online systems are always on duty so the sought-after events won’t be missed. When 
integrated into SCADA systems, the online system can be designed to collect data only under 
specified loading and operations conditions, which avoids collecting data when machines are 
idling, unloaded, or turned off.
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automated monitoring systems enable  
more frequent and more predictable machine 
condition monitoring on a near-continuous basis, 
making them more cost-effective than labor-
intensive walk-around programs.
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Open communication: Cloud-based condition monitoring breaks down communication 
barriers within the plant, across the corporation, and among trusted reliability service providers. 
Plant and corporate operations, maintenance operations, diagnostic center operations, and the 
field data collection and data analysis teams all have a stake in the program and its outcome. 
With the information stored in the cloud, authorized personnel at any location can track 
machinery performance, troubleshooting data, corrective actions, and program results. 

Strategic benefits
Best practices in condition monitoring are supported by this model, and it addresses strategic 
concerns about costs, expertise, safety, and corporate performance.

Reliability cost efficiencies: Remote data collection and diagnostic analysis ensures 
more consistent, near-real-time insight into equipment conditions, enabling proactive steps 
to improve performance and avoid failures. It generates ROI through accurate and timely 
machine performance assessments, including efficiency, throughput, etc., and relating that data 
to the machine condition.

Sustainable expertise: Mitigating the loss of critical talent is a universal goal in 
the industrial space. “Machinery analysts tend to turn over every three to five years, and it 
requires a minimum of two years to train a new analyst,” says Piety. “In addition, very few 
analysts are experts in analyzing all types of machines and all types of faults.” The distributed 
model allows companies to assign program functions to those who can execute the tasks at 
the lowest cost and with the greatest effectiveness, whether it’s internal personnel on site or at 
a sister plant, or an external service provider.

Improved safety: Online monitoring systems help to keep personnel away from 
unsafe environments and equipment. “It allows for collecting data in sensitive, dangerous, or 
hazardous areas without risking harm to your personnel, processes, tools, or the assets you 
are monitoring,” says Van Dyke. “Even when the equipment or the environment is considered 
safe, safety ratings should be expected to improve because automated data acquisition 
eliminates the need for personnel to be physically entering machinery spaces or carrying 
instrumentation up and down stairs and ladders, and it all but eliminates the potential of 
contacting energized equipment.”
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Corporate standard: The distributed PdM model encourages the adoption of 
industry best practices across all sites. “It allows the sharing of information with corporate 
counterparts for the purposes of consultation, troubleshooting, collaboration, and reporting 
of KPIs and other performance-related issues,” says Van Dyke. 

Outsourcing and the cloud
Those seeking outside assistance might consider a diagnostic service provider and storing 
the PdM data in a commercial virtual data center. Virtual diagnostic centers are generally 
staffed by large teams of experts with diverse expertise who use state-of-the-art, cloud-
based communication methods. Their high-bandwidth physical data centers are accessible 
globally over the Internet, and their hardware and software excels at communicating data 
and information. Closed-loop communication methods connect all team members, and the 
operational infrastructure is designed to secure data from loss. 

Piety summarizes the business benefits of this approach as follows: 
•  Centralization: PdM data is centrally stored for access by multiple users
•  Collaboration: Multiple analysts can collaborate, thus increasing diagnostic accuracy
•  Integration: PdM is accessible to other business systems, which opens the door to data 

exchange between systems
•  Transparency: The more people who see PdM information, the more valuable the 

program becomes
•  Communication: Email alerts or text messages can notify specified individuals when 

specific events have occurred, such as health state change notifications, due and overdue 
reminders, and the delivery of program KPIs

•  Participation: Others can gather data, contribute knowledge, and record observations
•  Optimization: The right people can perform each function at the lowest cost

Special considerations
A rigorous IT data security policy is needed for condition monitoring systems that push data 
to the cloud or allow access in from remote users. Firewalls must be constructed and managed 
to restrict all unnecessary and unauthorized access, and suitable data encryption methods 
must be employed. 
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Users of data centers and cloud-based systems must also address data ownership and data 
protection. Although data is generally considered the property of the asset owner, Van Dyke 
recommends that explicit, contractual provisions be made to ensure that the data is protected, 
not copied, and returned if and when the contract is canceled.
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a distributed, automated condition monitoring 
system leveraging cloud computing and today’s  
PdM instrumentation is far more flexible and 
functional than prior options.
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Continuity of services from an IT perspective is another consideration. If a critical link is 
severed because someone at the data center accidentally changes a password on a server used 
by a remote monitoring system, it can cause cessation in monitoring. Another example is if a 
monitoring system data feed stops due to a permissions issue, it could generate an erroneous 
problem report, leading to wasted time chasing the problem at the plant.

Conclusion
A distributed condition monitoring system leveraging cloud computing and today’s PdM 
instrumentation is far more flexible and functional than prior options. It heightens the breadth 
and depth of expertise accessible to an organization; supports transparent communications 
and collaboration; improves skills application; and helps to control costs and mitigate safety 
concerns. It pulls the curtain back to expose the true value of predictive and condition 
monitoring.

Not only will it ease the rollout of PdM where such programs do not already exist, but it 
is a logical upgrade and enhancement for plants running traditional, in-house programs. Any 
number of predictable or unpredictable events can upend a condition monitoring initiative; 
analysts may leave, funding may be cut, or a program expansion or new tools beyond 
current capabilities may be desired. No other approach can ease these transitions as well as 
distributed PdM.
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